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Battlefield Communications Overview
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Host-Based C2 Protect

- All hosts systems will incorporate network authentication,
integrity, and access control mechanisms in accordance
with the Army C2 Protect Program

- Hosts systems will incorporate intrusion detection
functionality to extent possible/practical

l Applications

- Strong authentication, integrity, access control and
non-repudiation mechanisms as required per service
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l Hosts Systems

- As a minimum, all host systems will
meet DOD 5200.28~STD Class C2 Protecti
Level Requirements
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Current CCCommercial  Off The Shelf’
(COTS) Integration Efforts

0 Plurge Routines

Reviewing/evaluating
for complete memory
workstations between
unclassified roles

products available
purge to transition
classified and

l Secure Client - Server Services

- Reviewing/evaluating products
that can provide

l Authentication

l Encryption

in the multiple DCE cell environ1
Tactical Operations Center

nent of tt
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COTS Example

l Combines the strengths of Secret Key and Public
Key encryption technologies

l Provides comprehensive security framework for
all TCP/IP based applications

- Includes single sign-on
8 n n in a completely transparent manner

TCPIIP

Desktop Client --
TCP/IP Applications

Application Server
Security Server
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COTS Secure Capabilities
Authentication and single sign-on

Standardized authorization across all
applications

Data protection services, smart Virtual Private
Network (VPN)

.......... ............................................................
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Dynamic support for new
protocols

Centralized management,
connection monitoring

Auditing, accounting, event
notification

l Public key certificate services

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ...f..: .... y.:.:  .:.......................................~~:~.
..............................................................................................................................................................................................................................................

.. . . . . . . . . . . . . . . . . . . . .. .p:.....:.....:.....:.:...:.......:...:...........................................................:.....:.................:.:
-.:.5:.55' :.: :.x.:.:.:.

...x .:.:.:.:.:.:.:.:...:.....:.:.:.:.:.:.:.  x .:.:.:.  x..
..........................................................~~~~~~~~.~~~~~~~~~~~~~~~~~~..~..~~~.:~:........::..:~:~..:::..: ....... ...

. . . . .
. . . . . . .

........................................................................................................................ . ....... ............ .. .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .::':  ::......:...:.:.:.  :z ......:.:.:  .:
................... .*,.*

a.
........ ........:+ . . . . . . . . . . . . . ..> 2.. .. ............

2.
............................. . . .y;:;.j............ .....<... ........ ................z ., ...........

.......... . ....
&.*<.. . . . (....  ;::.... >...............................................................................................

.. ......................... .+:.~.~. x.Es.y.. ......................>. ................. .....&<. * .......... x . 2. ................. . . .... . ...... *: ... 2> n ................... ., . .-.- ..................
........

..................... . .z
..:.......:.~~~~~.~~~~~~~~~~~~~~~:~~~~~~~~~

................................................................................... .................. ......................... . .* ........ . ...........................%v * *. 0 +........... y y .....5.~ .. ...... ........>.............. .j j. ..:......<.: .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . ..,~ ..........~..A...... .... . . . . . . . . . ............ . . . . . . . . . . .y.. ......................................... A..  .A.. ....... ~.:.:.:.:.:...:...:...~...~..~...~.~

.

..j$-c.  >:s
.......... .~....~..,......,,...~.............~......... ..~.,~.~~..~............~~ .. .a-.-, ... .............~.~.-.~...~...~8. . . +S., .-.

=:.:.. . . . . . . . . . . ..~ ,.., ...... .. ~.~~~~j~;j~~,~~~,~,~~:~:.j..i~~~:.:.~,:.:.:.:.:.~~~~,:~~~~,:.~~.~~.:~j~;j::~~~~~~::~.:~~::.......... .,... <::.+.:.  :.<. .......
. . . . . . .P.......\...........................*.-.-A-..? . . . . . . . 2

........................................
.................................-.-. . . . . . . ,. . . . ...>,A., ............................ . .-. ,....................................................,............, ............. ...... . . . .<. .. . . . . ..v.*.*>. ......?...,V..,.*,................... ............................................................ ., .......................... 2<.5 Z.-z.., .......v .............................-.-.-A-. ......... 2. -.-.-. A-.-.-,y .........y............................



.’ ... . . .c

C2 Protect Integration
Master FDD Schedule (Version 1.3)
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FBCB2 Capabilities Planned for FDD
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l Remote security management
- Load passwords

- Control system access: three operational capabilities

l Challenge a user to re-authenticate without interfering with the
mission

l Lock-out the user until re-authentication
l Disable - through overwrite of the disk and reset of the router to
its factory default

- Authentication through the use of digital signature

0

l Security management transactions
initiated/signed by security manager
and sent to remote FBCB2

Ongoing evaluation of C2 Protection
enhancements
- Message authentication, intrusion

detection, malicious code detection

FBCBZ:  Force XXI Battle Command Brigade and Below
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Future Force XXI C2P

l Selective Purge

l Host Intrusion Detection Systems

l Tactical network guards to allow information
exchange automatically between classification
levels

arfighter Information Networ
- Terrestrial (WIN-T)

e

Network
Guard

Secret
User

Sensitive
But

Unclassified
User

Guard



l Information Assurance (IA) is a proactive and
imperative part of the Army Digitization Program

l PEO C3S PMs will continue to aggressively
pursue emerging assurance technologies, e.g.

-Smart cards for user authentication

- Biometrics for access
control

- Personal / host-level
firewalls

I
m n n m

Biometrics for Access Control
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